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Abstract 

 

Cyber warfare has fundamentally altered the nature of armed conflict by enabling States and non-State 

actors to inflict significant harm without crossing physical borders or revealing their identity. Central to 

this transformation is the problem of attribution—the ability to reliably identify the author of a cyber-

operation and legally assign responsibility. International Humanitarian Law (IHL), built upon assumptions 

of visible actors, territorial battlefields, and attributable conduct, faces profound strain when applied to 

anonymous, transnational cyber operations. This article examines the legal, technical, and normative 

challenges of attributing cyber warfare under IHL. It argues that existing doctrines of State responsibility 

and conduct of hostilities are formally adaptable but practically inadequate, creating an accountability 

deficit that risks eroding civilian protection and the rule of law in armed conflict. The article concludes by 

proposing a calibrated reinterpretation of attribution standards, evidentiary thresholds, and institutional 

mechanisms to preserve IHL’s relevance in the digital battlespace.  
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1. Introduction 

Armed conflict in the twenty-first century is no longer confined to physical battlefields or conventional 

theatres of war. Increasingly, hostilities unfold in invisible digital domains, where lines of code can inflict 

damage comparable to kinetic weapons. Cyber operations are now capable of disabling power grids, 

disrupting hospitals, paralysing financial systems, and compromising military command-and-control 

networks—often instantaneously and across borders. These operations can achieve strategic military 

effects without the movement of troops, the crossing of frontiers, or the immediate loss of life, 

fundamentally altering the modalities of warfare. As a result, cyber warfare challenges not only military 

strategy and national security doctrines but also the foundational assumptions upon which international 

humanitarian law (IHL) has traditionally operated. 

IHL is premised on visibility, territoriality, and attribution. Its rules assume the existence of identifiable 

parties to an armed conflict—States, armed forces, and organized armed groups—whose conduct can be 

legally assessed and whose responsibility can be clearly assigned. Core principles such as distinction, 

proportionality, military necessity, and command responsibility presuppose that the attacker can be 
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identified, the nature of the actor determined, and the relationship between the act and the conflict 

established. Accountability for violations of IHL, whether through State responsibility or individual 

criminal liability, similarly depends on reliable attribution. 

Cyber warfare profoundly destabilizes this framework. Cyber-attacks can be routed through multiple 

jurisdictions, executed via compromised civilian infrastructure, and carried out by a complex web of State 

agencies, private contractors, proxy groups, or independent hackers. Sophisticated techniques of 

obfuscation, false-flag operations, and plausible deniability are often deliberately employed to conceal the 

origin of an attack. As a result, even where the effects of a cyber-operation are severe, identifying the 

responsible actor with legal certainty is frequently elusive. This opacity erodes the legal clarity on which 

IHL depends and creates an accountability gap that risks incentivising unlawful conduct. 

The attribution problem is not merely technical; it is deeply legal and normative. Without attribution, it 

becomes difficult to determine whether an armed conflict exists, whether IHL applies, who may lawfully 

be targeted, and what responses are permissible under international law. Attribution failures also 

undermine deterrence and weaken the enforcement of humanitarian norms, raising the spectre of cyber 

warfare evolving into a domain of effective impunity. 

This article examines how the attribution problem undermines the application of international 

humanitarian law to cyber warfare. It analyses the doctrinal foundations of attribution in international law, 

the technical and evidentiary barriers unique to cyberspace, and the resulting strain on IHL’s core 

principles. It further evaluates whether existing legal frameworks are sufficient to address these challenges 

or whether normative adjustments—through reinterpretation, institutional innovation, or the development 

of new standards—are required. Ultimately, the article argues that unless the attribution dilemma is 

addressed in a principled and pragmatic manner, cyber conflict risks becoming a legally ungoverned space, 

eroding both the protective function and the legitimacy of international humanitarian law in the digital 

age. 

 

2. Cyber Warfare and the Applicability of International Humanitarian Law 

The integration of cyber operations into modern armed conflict raises profound questions regarding the 

applicability and scope of international humanitarian law (IHL). While IHL was drafted in an era of 

conventional warfare, its core principles—including distinction, proportionality, and military necessity—

remain intended to govern conduct in armed conflict. The unique characteristics of cyber warfare, 

however, challenge these principles at their foundation, particularly with respect to the identification of 

attacks and the attribution of responsibility. 

A. When Does Cyber Warfare Trigger IHL? 

International humanitarian law applies exclusively in situations of armed conflict, whether international 

or non-international in character. A fundamental threshold issue is whether a cyber-operation can qualify 

as an “attack” or as a “use of force” sufficient to invoke the protections and obligations of IHL. Legal 

scholarship and state practice increasingly recognize that cyber operations producing physical damage, 

injury, or loss of life—such as disabling a hospital’s life-support systems, damaging a dam, or disrupting 

critical military infrastructure—can amount to armed attacks under the jus ad bellum framework and thus 

trigger IHL. 

However, the majority of cyber operations today produce non-kinetic or indirect effects, including the 

manipulation of financial data, disruption of communication networks, or interference with civilian 

government systems. While these acts may not always meet the conventional threshold of an armed attack, 

https://www.ijlrp.com/


 

International Journal of Leading Research Publication (IJLRP) 

E-ISSN: 2582-8010   ●   Website: www.ijlrp.com   ●   Email: editor@ijlrp.com 

 

IJLRP25121881 Volume 6, Issue 12 (December 2025) 3 

 

sustained or large-scale cyber campaigns—particularly when combined with kinetic operations—blur the 

line between ordinary cybercrime, espionage, and acts of war. The legal classification of such operations 

remains contested, highlighting the need for careful doctrinal interpretation in light of functional and 

consequentialist approaches to warfare. 

B. Attribution as a Gateway to IHL Application 

Even when a cyber-operation qualifies as an armed attack, the application of IHL depends critically on 

attribution—the identification of the actor responsible for the attack. Attribution is not merely a 

procedural or technical concern; it is a legal prerequisite for several core aspects of IHL: 

 Existence of armed conflict: Without credible attribution, it is difficult to establish whether a 

State or organized armed group is engaged in hostilities that trigger IHL obligations. 

 Assignment of belligerent status: Determining which actors may lawfully participate in 

hostilities depends on knowing who controls or directs the cyber operation. 

 Legitimacy of self-defence claims: Article 51 of the UN Charter permits self-defence in response 

to an armed attack. Without identifying the perpetrator, States cannot lawfully invoke self-defence 

against cyber operations. 

 Accountability for violations and war crimes: Individual or State responsibility under IHL 

presupposes that the actor behind the harmful conduct can be identified and held liable. 

Consequently, attribution functions as a gateway to the entire IHL framework. Failure to establish 

attribution not only undermines the enforcement of IHL but also risks creating legal uncertainty in which 

cyber operations may be conducted with impunity. In the cyber context, attacks may traverse multiple 

jurisdictions, exploit civilian infrastructure, or be outsourced to non-State actors—complicating the legal 

assignment of responsibility and straining traditional IHL mechanisms. 

 

3. Attribution in International Law: Doctrinal Foundations 

Attribution is a cornerstone of international law, determining when the actions of individuals or groups 

can be legally imputed to a State. In the context of cyber warfare, attribution presents unique doctrinal and 

practical challenges, as traditional frameworks were developed for conventional, physically observable 

acts rather than operations in the intangible and transnational cyber domain. 

A. State Responsibility and Attribution 

Under general international law, a State may be held responsible for conduct if the actions in question are 

attributable to it. The Articles on the Responsibility of States for Internationally Wrongful Acts 

(ARSIWA) codify these principles, which include: 

 Acts of State organs: Any conduct carried out by official organs of the State, including military, 

intelligence, or administrative bodies, is directly attributable. 

 Acts of persons or entities exercising governmental authority: Private individuals or entities 

acting under delegated State authority may trigger State responsibility. 

 Acts of non-State actors under direction or control: Where a non-State actor operates under the 

effective control or direction of the State, their conduct may be legally attributed to that State. 

These principles, however, were developed in the context of physical acts with identifiable actors and 

territorial boundaries. Cyber operations, by contrast, are often conducted anonymously, routed through 

third-party infrastructure, or executed by intermediaries, creating significant evidentiary and normative 

gaps. Consequently, while ARSIWA provides the formal doctrinal basis for attribution, its application in 

cyberspace is far from straightforward. 
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B. Effective Control and Its Limits in Cyberspace 

The effective control standard, as articulated by the International Court of Justice (ICJ), requires that a 

State must exercise a sufficient degree of control over an actor or operation for the resulting conduct to be 

attributable. Applied to cyber warfare, this standard presents formidable challenges: 

 Use of proxies and private contractors: States may engage private hackers, cyber militias, or 

third-party groups to conduct operations, making it difficult to establish direct control. 

 Plausible deniability: Actors may deliberately conceal State involvement through layered 

networks or by misrepresenting origin. 

 False-flag operations: Cyber-attacks can mimic the technical signature of other States or actors, 

creating deliberate ambiguity. 

 Compromised civilian infrastructure: Operations often exploit civilian systems or networks, 

raising questions about the locus of control and complicating legal attribution. 

Due to these factors, even cyber operations widely suspected of State sponsorship may remain legally 

unattributed under existing international law. The gap between technical or political attribution—where 

intelligence assessments indicate likely responsibility—and legal attribution, which requires proof 

sufficient to trigger State responsibility, is therefore particularly pronounced in cyberspace. This doctrinal 

foundation underscores that traditional rules of State responsibility are adaptable in theory but strained in 

practice when applied to cyber warfare. 

 

4. Technical and Evidentiary Barriers to Cyber Attribution 

Even with a robust doctrinal framework, the practical application of attribution in cyber warfare faces 

profound technical and evidentiary challenges. These barriers complicate the enforcement of International 

Humanitarian Law (IHL) and create a gap between the theoretical applicability of the law and its 

operational effectiveness in cyberspace. 

A. Technical Complexity and Obfuscation 

Cyber operations are inherently complex and deliberately opaque. Attackers can route operations through 

multiple servers, proxy networks, and foreign jurisdictions, making it difficult to trace the point of origin. 

Malware code may be: 

 Reused or repurposed: Code from previous attacks may be deployed again, creating false leads. 

 Altered or modified: Attackers can make minor changes to code to evade detection or attribution. 

 Designed to mimic known actors: False-flag operations can deliberately imitate the techniques, 

signatures, or infrastructure of other States or groups. 

These tactics undermine traditional forensic methods and make it exceedingly difficult to establish with 

legal certainty the source of an attack. In many cases, technical evidence alone is insufficient for legal 

attribution, particularly when adversaries actively manipulate or destroy traceable indicators. 

B. Intelligence vs. Legal Evidence 

States often rely on classified intelligence sources—signals intelligence, human intelligence, and cyber 

forensics—to assess responsibility for attacks. While such intelligence may be compelling politically, it 

frequently fails to meet the standards required for legal attribution: 

 Non-disclosure: Sensitive intelligence often cannot be publicly revealed, limiting transparency 

and judicial scrutiny. 

 Evidentiary thresholds: Intelligence assessments typically rely on probabilistic or circumstantial 

evidence rather than the conclusive proof required in legal proceedings. 
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 Burden of proof: Courts or international tribunals require a higher standard than that used in 

political assessments or public statements. 

This creates a tension between political attribution, used for state responses or sanctions, and legal 

attribution, necessary to invoke IHL obligations or establish war crimes accountability. The gap weakens 

the enforceability of IHL norms in cyber conflict, creating potential impunity for actors who exploit this 

evidentiary ambiguity. 

C. Civilian Infrastructure and Attribution Ambiguity 

Cyber operations frequently exploit civilian networks and infrastructure, including cloud servers, 

telecommunications networks, and internet-of-things (IoT) devices. This reliance introduces further 

challenges: 

 Difficulty in identifying the perpetrator: Attacks may appear to originate from civilian sources 

or third-party networks, complicating attribution. 

 IHL implications: When the source of a cyber-attack is ambiguous, applying IHL principles such 

as distinction and proportionality becomes problematic. Retaliatory or defensive measures may 

inadvertently target civilians, violating IHL obligations. 

 Dual-use dilemmas: Cyber infrastructure is often dual-use, serving both civilian and military 

purposes, further complicating attribution and compliance assessments. 

These factors demonstrate that the technical environment of cyber warfare is inseparable from legal 

challenges. Without reliable attribution, it is difficult to assign responsibility, regulate conduct, or enforce 

humanitarian norms. 

 

5. Attribution and Core Principles of IHL 

The challenges of attribution in cyber warfare have direct and profound implications for the core principles 

of International Humanitarian Law (IHL). Effective application of IHL depends on the ability to identify 

the actor responsible for a hostile act, assess the legality of their conduct, and assign accountability. In the 

cyber context, attribution uncertainty undermines these principles, creating both operational and normative 

risks. 

A. Distinction and the Problem of Anonymous Attackers 

The principle of distinction is fundamental to IHL, requiring parties to an armed conflict to differentiate 

between combatants and civilians. Only lawful combatants may be targeted, and civilians are to be 

protected from direct attacks. Cyber warfare complicates this principle: 

 Attackers may be civilians acting independently, conducting operations without State 

sponsorship. 

 They may be State-sponsored hackers, operating under government direction but using covert 

channels. 

 Members of organized armed groups may carry out attacks across borders, complicating 

traditional notions of combatant status. 

 Private corporations or contractors may be involved under clandestine arrangements with States 

or armed groups. 

When the perpetrator cannot be reliably identified, parties face significant challenges in lawfully targeting 

actors responsible for cyber-attacks. Misattribution can lead to unlawful retaliation against civilians, 

neutral States, or other unintended targets, risking violations of IHL and escalating conflict. 
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B. Proportionality and Accountability Deficits 

The principle of proportionality requires that attacks avoid causing civilian harm that is excessive in 

relation to the anticipated military advantage. In cyber warfare, proportionality assessments rely heavily 

on knowledge of the attacker and their objectives. Attribution failures complicate this analysis: 

 Inability to identify the responsible actor makes it difficult to assess legitimate military advantage. 

 Responses based on uncertain attribution risk being excessive or misdirected, potentially violating 

proportionality rules. 

 Legal uncertainty may embolden actors to conduct cyber operations with impunity, knowing the 

likelihood of attribution is low. 

Thus, attribution uncertainty undermines both lawful military planning and the enforcement of 

accountability mechanisms, creating a systemic deficit in compliance with IHL. 

C. War Crimes and Individual Criminal Responsibility 

International criminal law, including the statutes of the International Criminal Court and ad hoc tribunals, 

depends on identifying individual perpetrators to prosecute war crimes. Anonymous cyber operations 

frustrate this process: 

 Digital operations often leave ambiguous forensic trails, making it difficult to link actions to 

specific individuals. 

 Even where State responsibility is inferred, establishing personal liability for commanders, 

operators, or corporate agents is challenging. 

 Weak enforceability reduces deterrence, potentially encouraging further violations and creating a 

de facto zone of impunity for serious breaches of IHL. 

In sum, the inability to attribute cyber-attacks accurately not only hampers operational compliance with 

IHL but also undermines the broader normative framework designed to ensure accountability, civilian 

protection, and legal deterrence in armed conflict. 

 

6. Comparative and Emerging Approaches 

Addressing the attribution problem in cyber warfare requires both doctrinal clarification and practical 

innovation. Several international frameworks and state practices provide guidance, though gaps remain. 

A. The Tallinn Manual and Normative Clarification 

The Tallinn Manual on the International Law Applicable to Cyber Operations (2013, updated in 

2017) represents the most comprehensive effort to interpret existing international law, including IHL, in 

the context of cyberspace. Key points include: 

 Attribution standards: Cyber operations are attributable according to the same principles that 

govern conventional acts under general international law, including State organ conduct and 

effective control over non-State actors. 

 Cyber operations as attacks: The Manual confirms that cyber operations causing physical 

damage, injury, or disruption to civilian infrastructure may constitute attacks under IHL. 

 State responsibility: States remain liable for cyber conduct that can be legally attributed to them, 

reinforcing the applicability of existing rules to digital conflict. 

However, the Tallinn Manual largely acknowledges practical barriers to attribution without providing 

institutional mechanisms or procedures to operationalize accountability. It clarifies legal principles but 

does not resolve the evidentiary or enforcement challenges inherent in cyber conflict. 
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B. State Practice and Political Attribution 

States increasingly engage in political attribution, publicly naming or blaming alleged cyber perpetrators 

without recourse to judicial determination. Examples include official statements by the United States, the 

United Kingdom, and the European Union attributing cyber-attacks to specific nation-states or actors. 

While politically significant, such attributions: 

 Lack legal finality: They do not constitute judicial or treaty-based determinations of 

responsibility. 

 Risk selective enforcement: Attribution may be influenced by strategic or geopolitical 

considerations. 

 Create potential disputes: Unilateral attribution can provoke escalation or complicate multilateral 

cooperation. 

Political attribution highlights the importance of credibility and transparency in the international system, 

but its limitations underscore the need for more robust legal and institutional mechanisms. 

 

7. Rethinking Attribution for Cyber Warfare 

Given the doctrinal and technical difficulties in cyber attribution, emerging approaches suggest innovative 

ways to reconcile operational realities with legal accountability. 

A. Lowering Evidentiary Thresholds? 

One proposed reform is to adopt a contextual or cumulative evidence standard. Rather than requiring 

conclusive proof of direct State control or individual culpability, responsibility could be inferred from: 

 Patterns of repeated cyber conduct, 

 Technical capabilities and resources employed, 

 Strategic interests or motives linked to the suspected actor. 

While this approach is normatively controversial, it reflects operational realities and could provide a 

pragmatic pathway to accountability where traditional evidentiary standards are unattainable. 

B. Shared Responsibility and Due Diligence 

Another emerging concept is the duty of due diligence, which obliges States to prevent their territory, 

networks, or infrastructure from being exploited for harmful cyber operations. Under this approach: 

 Responsibility shifts partially from attribution of direct conduct to regulatory and preventive 

duties. 

 States are incentivized to monitor and secure civilian and dual-use infrastructure. 

 Legal liability arises when States fail to take reasonable measures to prevent cyber-attacks 

emanating from their territory. 

This approach complements traditional attribution by emphasizing preventive governance over reactive 

enforcement. 

C. Institutional Mechanisms for Neutral Attribution 

Proposals have been made to establish independent, technical, and neutral attribution bodies, which 

could: 

 Provide impartial and evidence-based determinations, 

 Reduce political bias or unilateral declarations, 

 Enhance the credibility and legitimacy of attribution, 

 Facilitate enforcement and compliance with IHL norms. 
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Such mechanisms could operate under the auspices of the United Nations, regional organizations, or 

multistakeholder consortia, combining technical expertise with legal oversight. 

Together, these approaches suggest that a combination of legal reinterpretation, normative adjustment, 

and institutional innovation is necessary to address the attribution challenge in cyber warfare. They offer 

potential pathways for ensuring that IHL remains effective in regulating digital conflict, protecting 

civilians, and maintaining accountability. 

 

8. Conclusion 

Cyber warfare has revealed a critical structural vulnerability in international humanitarian law: its reliance 

on visible actors and attributable conduct. While the normative foundations of IHL—principles such as 

distinction, proportionality, and accountability—remain robust, their practical application in the digital 

domain is increasingly compromised by the difficulty of attribution. Anonymous or obfuscated cyber 

operations create gaps in legal clarity, undermining the ability to regulate conduct, hold perpetrators 

accountable, and protect civilians in armed conflict. 

If unaddressed, this attribution gap risks transforming cyberspace into a zone of legal ambiguity, where 

unlawful operations may be conducted with minimal risk of enforcement, and where the deterrent and 

protective functions of IHL are severely weakened. Yet, the solution is not to abandon existing frameworks 

but to adapt them. This adaptation requires: 

 Evidentiary recalibration: Developing realistic standards for proving responsibility in 

cyberspace, including cumulative and contextual evidence approaches. 

 Institutional innovation: Establishing neutral, technically competent bodies capable of 

independent cyber attribution, enhancing credibility and reducing unilateral escalation. 

 Normative clarification: Refining doctrinal interpretations to integrate cyber-specific challenges 

into the application of IHL principles. 

Preserving the relevance of IHL in the digital age demands treating attribution not merely as a technical 

or operational problem, but as a foundational legal challenge at the heart of contemporary warfare. By 

confronting this challenge, the international community can ensure that IHL continues to safeguard 

civilians, regulate the conduct of hostilities, and maintain accountability, even in an era where wars are 

increasingly fought in the invisible and intangible realms of cyberspace. 
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