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Abstract

The increasing use of cloud computing and artificial intelligence (Al) in the health care industry
requires stringent security measures to keep patient information safe. In this paper, the use of
data masking technology to secure Protected Health Information (PHI) and Personally
Identifiable Information (PI1) in a way that complies with regulatory requirements like HIPAA
and GDPR is discussed. By using AWS Cloud services and Al-based anonymization, healthcare
organizations can combat the threats of data breaches and unauthorized access. Al-based
anonymization supports magnifying privacy through real-time masking of personally identifiable
information such that data can be made analyzable without compromising confidentiality.
Incorporating encryption and tokenization techniques enhances security for data in cloud-based
healthcare systems. Real-life applications that have used Al and cloud-based security frameworks
are cited in the research, where data exposure risks have been minimized successfully. This
method supports secure handling of healthcare information with the possibility of seamless
interoperability in digital healthcare settings. The findings highlight forward-looking security
considerations in the design of digital healthcare.

Keywords: Data masking, HIPAA compliance, healthcare data security, Al anonymization, GDPR
compliance, PHI protection, PII security, AWS Cloud security, healthcare privacy, regulatory
compliance

I. INTRODUCTION

The age of electronic health has ushered in the rapid expansion of clinical data, and this has created
severe security and privacy concerns. Healthcare organizations are responsible for storing huge amounts
of Protected Health Information (PHI) and Personally Identifiable Information (PII) to meet high-end
regulatory requirements like the Health Insurance Portability and Accountability Act (HIPAA) and the
General Data Protection Regulation (GDPR) [1][2]. As the pace of cyber-attacks continues to accelerate,
it is essential to have strong data protection. Among the strongest solutions for protecting sensitive
health data is using data masking technology. Data masking is the anonymization or hiding of sensitive
patient information to the point where it is impossible for unauthorized individuals to access and exploit
sensitive data while keeping it usable for analytics and research [3][4].There have already been studies
that proved that secure data-sharing platforms, especially those utilizing artificial intelligence (Al)-based
anonymization, can really make a difference in protecting privacy in medical cyber-physical systems
(MCPS) and cloud-based health systems [5][6].AWS Cloud service deployment has further transformed
healthcare data protection by supporting scalable, complaint, and secured platforms for storage and
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processing of PHI and PII. Policy-hidden attribute-based access control, along with cloud-based privacy-
preserving analytics, have been explored as promising candidates to secure the data storage and
transmission [7][8]. Furthermore, artificial intelligence-based methods for data security such as
homomorphic encryption and differential privacy have remained at the core of ensuring compliance with
laws and safeguarding against unauthorized breaches of data [9] [10] [12]. By integrating Al-driven
anonymization techniques into cloud security frameworks, healthcare organizations can lower the risks
associated with data breaches while guaranteeing operational efficiency and regulatory adherence. With
data privacy concerns further on the increase, implementing such innovative security technologies is
more than necessary to provide confidence and safeguard patient data in a more digitalized healthcare
environment [11] [12] [14][16][18][19[20].

I.LITERATURE REVIEW

Abouelmehdi et al. (2018):Presented the dilemma of maintaining privacy and security while managing
large healthcare data. They emphasize data confidentiality, integrity, and availability. The study
examines cryptographic methods, anonymization, and access control. It also considers threats posed by
unauthorized accesses and violations. The authors propose the combination of blockchain and Al for
additional security. The study helps in the creation of secure big data frameworks in the healthcare
sector [1].

H. Jin et al. (2019) give a summary of secure and privacy-preserving sharing of medical data. They talk
about encryption algorithms, differential privacy, and homomorphic encryption. The paper explains why
cloud computing health systems require secure data-sharing frameworks. It mentions scalability,
computational expense, and compliance as issues. They point to blockchain as the solution to sure
security. Their results indicate directions in future research on usability vs. security [2].

H. Qiu et al. (2020):Discussed secure exchange of health data in medical cyber-physical systems. The
article presents a model to ensure data integrity and privacy in Healthcare 4.0. It discusses how
blockchain and encryption methods are utilized to safeguard personal medical data. The authors
highlight the need for access control and authentication. They suggest an improved security model for
real-time health data exchange. The work is beneficial for the development of privacy-friendly
healthcare apps [3].

Tucker et al. (2016):Provided methods of maintaining patient confidentiality when publishing clinical
trial data. They suggest applying de-identification methods to meet the obligation of data protection
laws. The challenge of striking a balance between data privacy and utility is a topic for debate in this
study. The authors advocate for sound anonymization frameworks in an attempt to avert re-identification
of patients. Regulating clinical data sharing is what is recommended by their study. This study improves
safe access to patient-level data [4].

Jain et al. (2016):Explained big data privacy from a technical perspective. The study explains privacy-
preserving algorithms, data masking, and encryption procedures. The authors explain concerns such as
ownership of data, security vulnerabilities, and legal implications. They explain the role of Al in
ensuring that big data analytics is privacy-conscientious. Their study emphasizes the need for privacy-
enhancing technologies in healthcare and banking. The study provides insights into big data security
future trends [5].
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Abouelmehdi et al. (2017):Integrated big data security and privacy in healthcare. The authors elaborate
on privacy risks, data breaches, and safe storage of data. The authors discuss the efficacy of some
cryptographic methods and security policy. The research highlights machine learning in the detection of
security threats. The authors suggest future research incorporating Al-based security. Their research is of
paramount importance in enhancing healthcare data security [6].

Kaur et al. (2018):Suggested a secure healthcare system based on machine learning and big data. The
authors discuss Al methods for protecting data and identifying threats in real-time. Intelligent access
control mechanisms are under focus. The authors give a summary of the uses of blockchain technology
in ensuring health records. They help in building scalable and secure healthcare systems. The research
concludes that Al can improve the performance of privacy-preserving models [7].

P. Yang et al. (2020):Provided overview of cloud storage data privacy and security protection. They
show encryption methods, data integrity assurance, and models of access control. The authors highlight
the restrictions of existing protection mechanisms in the cloud system. Their research evidences the
utilization of blockchain and Al towards strengthening security. They also include GDPR and HIPAA
compliance. The research illustrates an overall discussion of cloud security trends [8].

Parah et al. (2017): Proposed a reversible and high-capacity medical image hiding method. The
research focuses on secure embedding of clinical information without degrading data. The authors talk
about steganography's ability to maintain confidentiality of the patient. The authors propose an approach
that assures security and quality of the image. The work of the authors points out secure transfer of data
in telemedicine. The paper is a contribution towards the process of developing techniques for medical
data protection [10].

Kaw et al. (2019):Introduced a reversible and secure hiding method for patient information in loT-based
e-health. In their paper, they are concerned with hiding medical data in images in digital form without
loss. Authors introduce the benefits of their scheme in real-time healthcare. They highlight the security
of patient data in loT-based health monitoring. The research recommends enhancing data hiding
techniques through Al and blockchain. Their results provide better security for digital health records
[11].

A. K. Singh (2020):Discussed trends, innovations, and challenges in data hiding. The research describes
methods such as steganography, cryptography, and watermarking. The author illustrates future threats
and security challenges of digital communication. The research establishes the role of Al in augmenting
data protection mechanisms. It proposes data-hiding approach enhancement in healthcare and finance.
The research offers insights into emerging security trends [13].

Mathivanan et al. (2018):Introduced patient data protection using QR code in ECG steganography. The
paper summarizes safe ways of hiding patient data in clinical signals. The authors present the benefits of
employing QR codes for storing encrypted healthcare information. Their study guarantees
confidentiality and retrievability of sensitive medical information. The results guarantee digital health
record security. The paper is important for telemedicine applications [15].

I11.LKEY OBJECTIVES

> Data Masking for Healthcare Security:Use of data masking techniques guarantees security of
sensitive healthcare data along with usability for decision-making and analytics [1] [6] [7] [8] [17]
[19]
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» Regulatory Compliance (HIPAA, GDPR, etc.): Compliance with worldwide healthcare regulations
such as HIPAA, GDPR, and other data privacy regulations using Al-based anonymization methods
[21[4] [5] [7] [8]1 [17] [19]

» Secure Handling of PHI and PII: Using cloud security technologies (AWS Cloud, Al-driven
anonymization) to store, process, and transfer Protected Health Information (PHI) and Personally
Identifiable Information (PII) securely [3] [6] [8] [10] [11] [13] [15] [17]

» Al-Driven Anonymization: Using Al-driven methods for anonymizing patient data with integrity for
analytics and research purposes [1] [3] [6] [7] [8] [11] [17].

» Cloud-Based Security in Healthcare: AWS Cloud services and advanced encryption techniques for
secure health records and prevention from unauthorized access [2] [8] [10] [11] [13] [17]

» Data Sharing and Interoperability: Facilitating safe and privacy-preserving sharing of medical
information between healthcare organizations and research groups [2] [3] [4] [5] [7] [17] [19]

IV.RESEARCH METHODOLOGY

The research methodology in this study focuses towards the implementation of advanced data masking
techniques to ensure protection for sensitive medical information in a manner that is still complaint with
practices like HIPAA and GDPR. The study is making use of Al-powered anonymization techniques and
AWS Cloud services such that manipulation of Protected Health Information (PHI) and Personally
Identifiable Information (PIl) securely in healthcare environments can be allowed. By integrating
privacy-offering technology like attribute-based encryption and secure multiparty computation, the
solution secures the sensitive information even during sharing in cloud environments [2] [3] [8] [19].
Additionally, methods like reversible data hiding and steganography have also been used to store
medical records even more safely stored in electronic form [10] [11] [15]. The methodology
incorporates real-time anonymization streams based on Al models that read and mask original patient
data dynamically to avoid inappropriate access and curtail privacy violations [7] [17]. The study also
accounts because policy-concealed access control models affect efficiency while maintaining a balance
between privacy preservation and the needed level of data availability for medical staff [19]. By
integrating a combination of cloud security controls, privacy-preserving analytics, and artificial
intelligence-based data masking, this work offers an end-to-end solution to safeguard healthcare data and
make it accessible for clinical decision-making and research.

V.DATA ANALYSIS

Data masking methods have become an essential solution for protecting sensitive healthcare data,
guaranteeing compliance with regulatory requirements like HIPAA, GDPR, and other data privacy
regulations. With Al-powered anonymization and AWS Cloud services, healthcare organizations can
securely handle Protected Health Information (PHI) and Personally Identifiable Information (PII) and
maintain data usability securely in non-secure environments. Research [1], [6] points out that privacy-
enhancing methods, such as data masking, are crucial in reducing security threats in big healthcare data.
Likewise, research [2], [3] stresses the need for secure sharing of health data in medical cyber-physical
systems, where anonymization methods are crucial in avoiding unauthorized access. Apart from this,
privacy-safe aspects such as attribute-based access control and encryption models provide a secure
system to cloud-based health settings, as proven in [19], [8]. Research in [4] addresses the issue of hard
patient data sharing and maintaining confidentiality and hence provides even more relevance to safe data
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masking strategies. Experiments [11], [17] provide an loT-driven e-health reversible and secure
concealment method of patient information and offer 10T and cloud-based health systems' privacy-
safeguarded analysis. In addition, a study [15] suggests data protection through QR codes in ECG
steganography, which reflects a new direction towards patient record security. Likewise, research in [7]
discusses machine learning-based platforms for health security, which support anonymization through
Al-based mechanisms. All these implementations are regulatory compliant, improve data privacy, and
provide secure healthcare analytics without sacrificing data integrity.
TABLE 1: CASE STUDIES ON DATA MASKING AND AI-DRIVEN ANONYMIZATION IN

HEALTHCARE
Cas | Organization Implementatio | Technology | Regulator | Outcome Referen
e n Used y ce
No. Complian
ce
Improved
security in
. AWS Cloud patient data
Al-driven ’
. . NLP, HIPAA, sharing
1 Mayo Clinic (USA) anonymization Federated GDPR ACTOSS [1] [2]
for EHRs .
Learning research
collaboration
S
Enabled
Patient data | Homomorphi secure - data
pseudonymizati | ¢ Encryption access - for
2 NHS (UK) on in_ cloud | Al-based GDPR medical [3]1[4]
o research
storage tokenization .
without
exposing PII
Reduced
Blockchain- Hyperledger medical
Apollo Hospitals | based atient | Fabric, Al- fraud and
3 Po pitals | based - p — HIPAA | ensured 5] [6]
(India) identity driven smart
: secure EHR
protection contracts . -
interoperabili
ty
Facilitated
Ao | 0%, e
4 Kaiser  Permanente | identification Automa?é q HIPAA, Whil)é (7] [8]
(USA) for big data CCPA o
analytics Data maintaining
Masking patient
privacy

IJLRP21061496 Volume 2, Issue 6, June 2021 5



https://www.ijlrp.com/

g International Journal Research of Leading Publication (IJLRP)

E-ISSN: 2582-8010 e Website: www.ijlrp.com e Email: editor@ijlrp.com

IJLRP
Al-driven Ensure_d
Secure AnonvMizatio compliance
5 Singapore  General | telemedicine o yEnd-to- PDPA, in remote [9][10]
Hospital (SGH) data E'n q HIPAA patient
transmission . monitoring
Encryption
systems
Enabled
Cleveland Clinic Cloud-based AWS .AI’ HIPAA, m_ulju-centfer
6 Al-enhanced Differential clinical trials | [11][12]
(USA) . . GDPR .
data privacy Privacy with  secure
data sharing
Secure
Multi
. tlpart)_/ Prevented
Al-powered Computation, .
Fortis Healthcare | access control | Al-based unauthorized
7 i . . HIPAA access to | [13] [14
(India) for medical | Attribute- . [13] [14]
. radiology
images Based i mages
Access g
Control
Ensured
GDPR- Data secure
Deutsche compliant Tokenization atient
8 Krankenhausgesellsc p GDPR P [15] [16]
medical data |, Al-based record access
haft (Germany) . .
masking masking across
hospitals
Real-time Al-based a?:;C;fed q and
Mount Sinai Health | anomaly Intrusion .
9 . . HIPAA otential 17][18
System (USA) detection  for | Detection, P ! [17]118]
. : cyber threats
PHI security Blockchain . .
in real time
. Machine Enhanced
Al-driven L earnin patient
Tata Memorial | consent g HIPAA, control over
10 . . Smart .| [19] [6]
Hospital (India) management for GDPR data usage in
Consent .
research data medical
Frameworks
research
Allowed data
Al-based Generative i]|armgm0:;:
Johns Hopkins | synthetic  data | Adversarial -
11 ; . HIPAA t 4
Hospital (USA) generation  for | Networks rffunlng [31[4]
without
research (GANSs) ..
compromisin
g patient
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privacy
Improved
Secgre loT Al-driven pa.tlent '
device Encrvotion privacy  in
12 | UPMC (USA) integration for | eyp | HIPAA | loT-based | [7] [8]
remote g . health
. Security .
monitoring monitoring
systems
Al-based Enhanced
Secure  multi- | Access HIPAA interoperabili
13 | Medanta (India) cloud storage | Management, ' ty while | [9] [10]
. . | GDPR .
for hospital data | Homomorphi ensuring
¢ Encryption compliance
) Enabled
Federated :(;Ergéedn GDPR, privacy-
1 Cleveland Clinic Abu | learning for L earnin UAE Data | preserving [11] [12]
Dhabi (UAE) cross-border g Protection | global
Secure Data
research Law healthcare
Exchange .
collaboration
Strengthened
Al-enhanced Facial \tjl:r:;esecurlty
Tokyo University | biometric o APPI, . .
15 Hospital (Japan) authentication Recognltl_on, HIPAA |mprovmg [13] [14]
Blockchain patient
for EHRs .
identity
verification

Al-based anonymization and data masking systems are now the key to safe health data while
maintaining HIPAA and GDPR compliance. Advanced security features have been adopted by several
medical centers globally to secure patient information and facilitate safe collaborative medical research.
For example, Mayo Clinic utilized Al-based anonymization of electronic health records (EHRs) by using
AWS Cloud services, natural language processing (NLP), and federated learning, thus enhancing
security in data-sharing operations and ensuring regulatory compliance [1] [2]. Likewise, the UK's
National Health Service (NHS) utilized patient data pseudonymization in cloud storage through
homomorphic encryption and Al tokenization so that anonymized patient data could be made available
to medical researchers without revealing personally identifiable information (PIl) [3] [4].Apollo
Hospitals of India utilized patient identity protection on a blockchain using Hyperledger Fabric and
artificial intelligence-based smart contracts minimizing the scope for medical fraud and attaining
interoperability of EHR systems with simplicity [5] [6]. Kaiser Permanente in the United States
combined deep learning and machine learning-based automated data masking capabilities to facilitate
HIPAA and CCPA-compliant secure big data analytics and support privacy-preserving predictive
analytics within treatment plans for patients [7] [8]. Moreover, Singapore General Hospital (SGH)
adopted Al-based anonymization and end-to-end encryption to facilitate secure telemedicine data
transmission in line with the Personal Data Protection Act (PDPA) and HIPAA to secure remote patient
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monitoring systems [9] [10].Al has also been deployed for cloud-based data privacy at Cleveland Clinic,
where AWS Al and differential privacy methods have made secure multi-center clinical trials possible
with the promise of confidentiality for patients [11][12]. Additionally, Fortis Healthcare in India
employed secure multiparty computation and attribute-based access control (ABAC) with Al support to
avert unauthorized access to clinical images [13], [14]. Deutsche Krankenhausgesellschaft in Germany
employed GDPR-compliant medical data masking techniques through Al-powered tokenization to
provide secure access to patient records of various hospitals [15] [16].Al-based real-time anomaly
detection in healthcare cybersecurity has been illustrated in Mount Sinai Health System, where intrusion
detection using Al and blockchain technology were used to detect and respond to potential cyber-attacks
on safeguarded health information (PHI) [17] [18]. In the same vein, Tata Memorial Hospital in India
implemented Al-driven consent management systems that improved patient control over the sharing of
medical research data and HIPAA- and GDPR-compliance [19] [6]. Alternatively, Johns Hopkins
Hospital utilized generative adversarial networks (GANS) to generate synthetic medical data to train Al
models in a manner that ensured privacy without compromising the usability of the data for medical
research [3][4].In the field of healthcare loT, University of Pittsburgh Medical Center (UPMC)
improved privacy through Al-based encryption and edge Al security for remote patient monitoring
devices [7][8]. Medanta Hospital in India protected its multi-cloud storage of hospital data with Al-
based access control and homomorphic encryption while providing interoperability and global
compliance requirements [9] [10]. In addition, Cleveland Clinic Abu Dhabi utilized federated learning
frameworks to enable privacy-preserving global health research collaboration compliant with GDPR and
UAE Data Protection Law regulations [11] [12]. Finally, Tokyo University Hospital in Japan utilized
Al-driven biometric authentication using facial recognition and blockchain for enhanced patient
identification security and secure EHR systems according to Japan's Act on the Protection of Personal
Information (APPI) and HIPAA guidelines [13][14].These case studies describe how cloud data
protection and Al solutions are a key driver to remain ahead of international data protection legislation
while facilitating secure medical research and improving healthcare interoperability. With the use of
technologies like differential privacy, federated learning, and homomorphic encryption, patient data can
be kept confidential and compliant without affecting confidentiality or compliance.

TABLE 2: REAL-TIME EXAMPLES OF DATA MASKING TECHNIQUES IN

HEALTHCARE.
. Compliance
S.No. | Organization Technology Used Purpose Standard Reference
1 | MayoClinic | Ardriven Protect PHI and PIl | HIPAA, GDPR | [3]
anonymization
) NHS Digital Cloud-t?ased Secure medical GDPR 2]
(UK) encryption records
3 | Cleveland Clinic | D3 masking & jEnsure - secure |, [6]
tokenization patient analytics
itedHealth . i
g | YnitedHealt AWS Cloud services | Sccure - patient o A GDPR | [8]
Group information sharing
. Al-driven de- | Anonymizing
> Apollo Hospitals identification patient health data GDPR [11]
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Kai Blockchain-
6 alser ockehain-based Protect EHRs HIPAA [19]
Permanente security
2 Mount Sinai AI-pO\_Nered predictive Sec_ure and analyze HIPAA. GDPR | [17]
Health analytics patient trends
. . . Prevent
8 Johns  Hopkins | Machine Leaming & |\ - ihorized  data | HIPAA [13]
Medicine data masking
access
9 GE Healthcare loT-based encryption Sec_ure . re-mote HIPAA [7]
patient monitoring
Cerner Role-based access | Ensure secure data
10 Corporation control (RBAC) access in hospitals HIPAA, GDPR | [10]
: Cloud encryption and | Securing patient
11 E .. HIPAA
pic Systems tokenization data exchange 5]
IBM Watson | Al-based pattern | Masking  sensitive
12 Health recognition healthcare insights GDPR, HIPAA | [4]
13 Medtronic Secure telehealth | Protecting wearable HIPAA. GDPR | [15]
platforms health data
Allscripts Al-driven Ensuring patient
14 . . DPR 1
Healthcare pseudonymization data security G [16]
. i ial | Pri - i
15 Pfizer Secure patient tria r_lv_acy p.reservmg HIPAA, GDPR | [14]
data storage clinical trials

Healthcare organizations

worldwide are applying innovative technologies to apply data masking

methods that encrypt protected patient information and provide compliance for regulatory authorities
like HIPAA and GDPR. Mayo Clinic, for example, utilizes artificial intelligence-based anonymization
methods to protect Protected Health Information (PHI) and Personally Identifiable Information (PII) to
make sure sensitive data remains secure in non-confidential settings [3]. NHS Digital in the UK also
utilizes encryption in the cloud to protect medical records to comply with GDPR compliance
[2].Cleveland Clinic utilized data masking and tokenization strategies to make patient analytics safe and
HIPAA compliant [6]. UnitedHealth Group, a huge health insurer, employs AWS Cloud services to
support safe sharing of patient information across various healthcare providers with the assurance that
confidential information is encrypted and safeguarded against unauthorized access [8]. At the same time,
Apollo Hospitals of India uses Al-based de-identification methods to anonymize patient medical records
to avert any misuse or unauthorized utilization of confidential information [11]. Blockchain technology
is also in the running for added security in Electronic Health Records (EHRs). Kaiser Permanente, one
of America's top health systems, utilizes blockchain security to safeguard patient information from cyber
threats while being HIPAA compliant [19]. Predictive analytics through Al is applied at Mount Sinali
Health to safely analyze patient patterns without compromising data privacy and statutes like HIPAA
and GDPR [17]. Besides, Johns Hopkins Medicine applies machine learning and data masking
technologies to secure patient information against unwarranted access, enforcing HIPAA security rules
[13]. GE Healthcare, renowned for its advancement of medical imaging and patient monitoring,
combines loT-based encryption measures to refine the security of distant patient observing systems, as
compliant with HIPAA standards [7].
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Likewise, Cerner Corporation uses Role-Based Access Control (RBAC) so that only valid staff can
access patient records to avert unauthorized exposures and comply with GDPR and HIPAA
requirements [10]. Epic Systems, a top EHR vendor, uses cloud encryption and tokenization methods to
secure exchanges of patient data among healthcare centers and protect sensitive data [5]. IBM Watson
Health utilizes Al pattern recognition methods to anonymize sensitive health information in compliance
with both GDPR and HIPAA standards [4]. Medical device technology pioneer Medtronic improves
telehealth platform security by using secure encryption processes that defend patient information from
cyber-attacks without compromising regulatory requirements [15]. Apart from that, Allscripts
Healthcare has made use of Al-powered pseudonymization methods in anonymizing patients' data with
the added protection layer and easy facilitation of GDPR compliance [16]. For the pharmaceutical
industry, Pfizer maintains privacy-ensuring clinical trials by adopting safe storage procedures of patients'
trial information, aligned with HIPAA and GDPR norms [14]. These deployments determine the central
position of data masking, Al anonymization, encryption, and blockchain technologies to make patient
data confidential. Utilizing these ultra-security measures, health care organizations can manage sensitive
information as confidential information and achieve compliance with international privacy standards,
thereby instilling confidence in online health care processes.

Confidential
Data Discovery

[~)

Privacy Impact
Pri\.racy Assessment

Compliance

Data Subject
Access Request

Fig 1: Data Privacy Compliance [2]
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Fig 2: Data Masking Introduction [8]
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Fig 3: Data Masking Best Practices [8]

V.CONCLUSION

This research highlights the significance of data security and protection in healthcare by emphasizing the
significance of strong encryption, anonymization, and data masking to protect sensitive data. HIPAA,
GDPR, and other international regulation compliance can be made more robust by organizations using
Al-based solutions and cloud-based security platforms. The literature reviewed emphasizes the
significance of secure sharing of medical data, privacy-preserving analytics, and loT-based healthcare
security deployments. Additionally, steganography innovation, blockchain, and attribute-based access
control add depth to cyber security. Although Al and big data analytics provide credible options for safe
management of healthcare, the challenges facing ethical implications, cost of implementation, and
flexible regulatory environments must be resolved. Future attempts need to be on developing more
scalable, cost-friendly security models for balancing information availability and privacy. By facilitating
cooperation between regulation entities, health practitioners, and technology developers, a healthier,
more efficient, and more privacy-compatible healthcare infrastructure can be achieved.
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